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GOING
EQUIPPED
As the internet becomes increasingly integral to everyday life,
teaching students how to be responsible digital citizens should be a
priority for us all, insists Childnet International’s Hannah Broadbent...  

In recent years, the explosion in the use of 
internet-enabled technologies and social networking
sites has dramatically transformed society. Many
teachers around the country are increasingly using the
internet and new technologies to lead fun and

inspirational lessons, bringing the classroom into the digital 
age, but equally we know there are some for whom this can be a
daunting challenge. Whatever your take on the digital revolution,
however, there’s definitely no avoiding it. Cyberspace provides
enormous opportunities for young people, both for education
and entertainment, and as educators, we have a responsibility 
to support young people to enjoy these opportunities 
safely and responsibly. 

All together now
E-safety and digital citizenship (which includes issues like
cyberbullying, the safe use of social networking sites, privacy,
grooming, personal information and reputation management,
copyright, sexting and plagiarism) should be understood as a
whole school responsibility, and it is our experience that this is
best achieved by highlighting e-safety issues across the 

curriculum, within a framework
of effective policies and routes for
reporting specific concerns. It is equally important that staff,
pupils and parents are all aware of the school’s policies, and
are empowered with an understanding of the risks and
precautions for staying safe online and what they can do if 
a problem arises. 

Filtering solutions can certainly help schools minimise the
risk of exposure to inappropriate material. However, it is
important to be aware that they are never 100% effective, nor
do they prepare young people for life outside of a filtered
environment. It is crucial to educate and empower young
people to know what to do if anything makes them feel
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STAY SAFESafer Internet Day provides 

a great opportunity to bring these 

issues into the spotlight and raise 

whole-school awareness. In 2013

it will be on Tuesday 5th February,

so there is plenty of time to

include this in your planning for

the next academic year. To sign

up for news and resources go to

saferinternet.org.uk.
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uncomfortable online, and to
raise awareness about the
risks they may face, many of
which concern their own
behaviour and choices.
When we go into schools we
talk about risks of Contact,
Content and Conduct –
learning to manage these is a
key part of the skills young
people need to become
responsible digital citizens.

Class action
Discussions about e-safety should be embedded throughout the
curriculum. This doesn’t have to be onerous! It could be in the
form of a reminder of the school’s Acceptable Use Policy before
going online in a geography lesson to look at a live webcam of
volcanic activity for example, or considering in an English lesson
the need to critically evaluate materials found on the web 
as well as observing copyright restrictions. The cross curricular

approach is very important – for young people the internet isn’t
just about going online via a fixed computer in an ICT lesson, it’s
an extension of their life. Bringing e-safety discussions into the
wider curriculum recognises this and helps them see the
relevance of these topics in their daily lives.

Addressing e-safety topics in Citizenship and PSHE gives
young people the chance to explore how they interact with each
other online, and what the potential risks are, and how to
navigate these, look after themselves, their peers, and keep their
moral values online as well as offline. There are many tie-ins
with the Citizenship and PSHE schemes of work: you might be
discussing rights and responsibilities in Citizenship – but what
are a citizen’s online rights and responsibilities? In a discussion
around bullying, you could talk about cyberbullying too – how is
it different? What role can everyone in the class play to prevent
online bullying?

TOPIC FOCUS: “Think before 
you post”
Being connected to friends, the internet and mobile technology
24/7, young people often don’t have a chance to stop and think
about what they are posting online or texting. How might their
actions sometimes be hurtful to others? Is there anything they
might regret posting online when they are older? Emphasise the
point that once you have posted something online you have lost
control of it. 

TOPIC FOCUS: Safe social
networking
Social networking sites, like Facebook, are incredibly popular
among young people. Show your pupils how to change their
privacy settings to ‘friends only’ and help them consider who is
on their friends list and who can see what they share. What
would an employer think of their profiles? Our Know IT All
Secondary Toolkit has a printable ‘Friendbook’ profile to help
young people assess their social networking behaviour.

Finally, prevention work can go a long way towards reducing
risks faced by young people online, but sometimes things can
still go wrong. As the UK Safer Internet Centre we operate the
Professionals Online Safety Helpline, which provides tailored
advice for teachers facing internet safety issues (both personal
reputational issues as well as problems faced by their students,
such as sexting and cyberbullying). If you need further support
about any e-safety issues you can contact the helpline on 0844
381 4772 or helpline@saferinternet.org.uk. 

+ ADDITIONAL
RESOURCES

+ KNOW IT ALL 
SECONDARY TOOLKITS
ADDRESSES A RANGE OF E-
SAFETY, WITH FULLY
SUPPORTIVE LESSON PLANS
AND ACCOMPANYING
RESOURCES
CHILDNET.COM/KIA/
SECONDARY/

+ DIGIZEN WEBSITE 
WATCH AN AWARD WINNING
FILM ABOUT CYBERBULLYING,
AND PLAY THE DIGIZEN GAME
TO LEARN ABOUT HOW YOU
CAN SUPPORT PEOPLE WHO
FACE NEGATIVE ONLINE
EXPERIENCES. DIGIZEN.ORG

+ JENNY’S STORY 
A DVD FOR SECONDARY
SCHOOL PUPILS ABOUT THE
CONSEQUENCES OF
CHATTING ONLINE. ORDER AT
CHILDNET.COM/ORDER/

+ MATRIX OF TEACHING
RESOURCES
FIND RESOURCES TARGETING
DIFFERENT E-SAFETY TOPICS.
CHILDNET.COM/KIA/TRAINEET
EACHERS/MATRIX.ASPX

+ CHILDNET ACTIVITY DAYS
CHILDNET RUNS SCHOOL
ACTIVITY DAYS FOR
SECONDARY SCHOOL PUPILS,
AND SEMINAR
PRESENTATIONS FOR
PARENTS AND STAFF. EMAIL
KIDSMART@CHILDNET.COM
TO FIND OUT MORE.

YOU TOO
IT’S NOT JUST YOUNG

PEOPLE THAT NEED E-

SAFETY ADVICE… AS AN

EDUCATOR, HAVE YOU

THOUGHT ABOUT YOUR

ONLINE BEHAVIOUR?

+ Review your own

knowledge/behaviour/online

content using this teacher’s

checklist, and read the

helpful advice provided

childnet.com/kia/traineeteac

hers/technology.aspx

+ What does your Facebook

profile say about you?

Google your name, review

your content and friends,

tighten your privacy settings

and think before you post!

+ Ask your school: What

policies are in place and are

these reviewed regularly?

What filtering solutions does

the school use? Have the

school thought about

running parents’ sessions?

Could your school do

something for Safer Internet

Day 2013?

+ If you need further support

about any e-safety issues you

can contact the Professionals

Online Safety Helpline on

0844 381 4772 or

helpline@saferinternet.org.uk


